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IHSA-82-032
15 JUL 1982

MEMORANDUM FOR: Chief, Information Systems Reseatch ﬁivision, ORD

FROM:

Information Handling Systems Architect

SUBJECT: "Comments on Proposed Data Base Seminar

1. The Background and Objectives portions of the attached memorandum

are fine - the following are comments regarding the Seminar Description
portion.

2. The first segment, consisting of only Agency personnel, may be

precipitous with respect to the ability of users to contribute fully.
Agency personnel, . unfamiliar with the issues of data base encryption -
distribution of keys, cost, DES, . NSA availability and delivery of
encryption gear, regulations and rules regarding the encryption of data -

would find that the requirements expressed in the first meeting might not .
address the major issues in implementing a data encryption system. You

might want to consider having three meetings as follows: , :

MEETING ONE: (Educational) - ORD distributes appropriate background
literature - NSA briefs Agency personnel on status of data encryption and
their current status. (It might also be helpful to demonstrate some
off-the-shelf data encryption products that are .available on micros or the
IBM mainframes.) :

MEETING TWO: (Requirements) ~ Agency personnel discuss their.needs

 and suggested time frame for development. This may involve setting - up

prototype encrypted data bases on our mainframes as an interim planning
step.

MEETING THREE: Vendors - Wang, etc - talk about their plans = - ORD
presents their proposed efforts in this area, encryption gear and delivery
times. : - '

3. will be your point-of-contact on
this staff, to work with you on this seminar. We currently anticipate
having two or three attendees. :

cec: IHSA
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THE BAcHsROUND  /ND JRIECYIVES PORTIONS OF THE ATTRC

MEMORANDUM SRE FIME — TRE FOLLONIMG ARE COMMEMTS RESRRDIMG
THE TEMIMAR DESCRIPYION PORT IOM.

THE FIRST SEGCMENT Y COMSISTIMG OF ONLY ReEMcy FERSONKEL Y
S ILL-TIRED. REEMcY FERSORMELs UNFRNILIAR KITH THE ISSUES
OF DATA DRASE ENCEYPYION — DISTRIDUTION OF KEvse cosTe DEZe

MER SYARILKRBILTY AMND DELIVERY OF ENCRYFYION GEARRY REGULRTIOMNS
AND RULEES RESRPRDING TRE ENCRYPTION OF DRTR — WOULD FIRD TH&ET
THE REBUIBERENTS E=PREESED IM THRE FIRET REETIMNG HMIGHT NROT
ATDRESE THE MRJIOR ISSUES IN IMPLEMEMTING AR DRTR ENCRYPTIOM
ETYETEM . THREE MEETIMSS ARE SUSSESTEDS

MEETING ONES (Erxucrtvronct? — ORI pIisYyRIDUTES AFPROFPRIRTE
DHRCHESROUNE LITERARTURE — HNEF omiErs FAeEmcy PERSONNEL OMN
ETHRTUS OF DRTR ENCETRTION NI THEIR CURRENT STHTUS. It

MISHT ALSO BE HMELFFUL 7O DEMOMSTRETE SOME OFF-THE-SHELF DATH
EMFEYPTION PRODUCTS THRAT ARE SVYRILASELE On micRDs afF THE I1BM
MA T NFERNES . 2

MEETING THO: (REBUIREMENTS! — HEENCY FERSOMMEL DISCUSS
THEIR MEEDS /MDD SUSSESTED TIMEFRRMNE FOR DEVELOPHEMT o Tezs
MEY INVOLVE SETTIMNG UP FROTOTYPE EMCRYPYED DATH BRSES ON OUR
MR INFBARES GBS AN INTERIN PLANMING STER.

MEETING THREE:R VERBORS — HeMNSs ETC — 0 TRLE REOUT THEIR
FLAMSs — ORI PRESEMTS THEIR PROFPOSER EFFORTE IM  THIS &ARER.
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